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Critical 
Thinking



BE  REASONABLE

DO NOT BELIEVE
EVERYTHING

YOU SEE
ONLINE!







Always check:

•Sources
•Headlines/URLs
•Logos
•Photos/videos/screenshots





What are the risks:
- Viruses 
- Spyware
- Ransomware
- Keyloggers, etc.



Empathy
&

Respect 



Sympathy vs. Empathy
Sympathy is feeling without really 
understanding the meaning behind the 
behavior, whereas empathy is: 
• accepting and understanding what the 

other is experiencing.
• thinking and feeling as if you are the 

one going through the experiences –
‘to actually be in their shoes’.

• conveying ‘I understand how you feel’ 
in verbal and non-verbal ways.



Be Respectful

• Internet is not a value free world.

•Offline laws apply online too.

•Be sensitive to local and national 
cultures.



Before posting anything online, ask 
yourself the following:

• Will this information hurt someone?
• Would I say these things while communicating 

face to face?
• Am I revealing too much about myself or others?
• Who all can access this information?
• What kind of impression am I leaving on others?



LAW  AND





Impersonated and 
Fake Profiles

• Is there a 
difference 
among the 
two?

•What is 
actionable?



Cyber Stalking

Constant 

calling/texting/

reaching out

Troubling 

despite saying 

no

Repeated 

harassment



Sending objectionable content

Bullying

Sending spam links
Trolling

Online Harassment Forceful 
sexual 
conversation



Building
Resilience



How?
•Educate yourself
•Talk about your problems
•Take action



Decide what might work best in your situation! 

Local 
Police

Helplines
Report 

on 
Platforms

Reporting



Local Police Station

• File a complaint at your 
local police station

• Depending on the nature 
of the offence, the police 
may register a FIR 

• If FIR is registered, you 
are entitled to a copy of 
the document and you will 
need to sign it after 
verifying its contents







• Report a user/account to the platform

for objectionable behavior or any

behaviour that you have a problem with

• Report specific posts/comments/other

activity to the platform to review

• Unfollow/Block a user to stop them from

contacting you

• Reporting may also help delete

objectionable content and accounts

What can you report to platforms?



Reporting on 
Instagram 







If anybody is bullying YOU 
or blackmailing YOU

If you see anything obscene 
unrelated to you





Collecting data 
needed for 
investigation

• Save the URL of the profile
in question/username or
any other identifying
parameter than can pin
point the offender’s
profile.



• Try to save 
information like IP 
address, model of 
phone, IMEI 
number and other 
details of your 
devices. 



Screenshot on 
laptop or desktop
• Take a screenshot of the

entire PC or mobile screen
covering any objectionable
activity just in case it gets
deleted or is deleted by the
one who has posted. Make
sure that the time stamp is
clearly visible



Questions



Website:
www.cyberpeace.org

WhatsApp Helpline:
+91 9570000066

Email ID:
helpline@cyberpeace.net

http://www.cyberpeace.org/

